1. About this document

This document contains a description of Saipem CERT in accordance with RFC 2350 specification. It provides basic information about Saipem CERT, describes its responsibilities and the services it offers.

1.1 Date of Last Update
Version 1.0, published 01 July 2025.

1.2 Distribution List for Notifications
There isn’t any distribution list for notifications.

1.3 Locations where this Document May Be Found
The current version of this document is available from the SAIPEM site:
https://www.saipem.com/en/about-us/business-ethics/cybersecurity-and-fraud-alert

1.4 Authentication of this document
This document has been signed with the Saipem CERT PGP Key.

2. Contact Information

2.1 Name of the Team
Full name:  SAIPEM CERT: SAIPEM Computer Emergency Response Team
Short name: CERT-SPM

2.2 Address
SAIPEM CERT c/o
SAIPEM S.p.a.  
Via Luigi Russolo, 5
20138 Milano
ITALY

2.3 Time Zone
Central European (GMT+0100 and GMT+0200 from the last Sunday of
March to the last Sunday of October).

2.6 Other Telecommunication
cert@pec.Saipem.com

2.7 Electronic Mail Address
cert.Saipem@Saipem.com
This is a mail alias that relays mail to the human(s) on duty for SAIPEM CERT

2.8 Public Keys and Encryption Information
Saipem CERT supports PGP/GPG encryption.
Fingerprint: 59a5e44cd61c8924f8eef479dc3f1f440011a19cfb96e9ddf9938112bfc1d226
The PGP/GPG public key is available at the following address: http://www.saipem.com/sites/default/files/2025-07/Public_Key_PGP.txt


2.9 Team Members
Saipem CERT’s team is made up of Cyber Security Analysts, Threat Analysts and Incident Responders.

2.11 Points of Customer Contact
The preferred methods to report suspicious events (e.g. possible frauds, cyber incidents) to Saipem CERT is via email at report.cyberevent@Saipem.com. Please use PGP/GPG if you intend to send sensitive information. 

3. Charter

3.1 Mission Statement
Saipem CERT is the focal point for the collection, analysis and sharing of information related to cyber threats, and for the coordination of activities to prevent and respond to cyber emergencies that could harm Saipem’s IT assets.

3.2 Constituency
The Saipem CERT constituency includes people and IT-assets of Saipem.

3.3 Sponsorship
Saipem CERT is an operative service of the Saipem S.p.A. IT Systems and Cybersecurity Operation. 

3.4 Authority
The main purpose in incident handling is the detection and coordination of incident response for Saipem. Saipem CERT supports clients, partners and suppliers in handling events that might affect or involve Saipem.

4. Policies

4.1 Types of Incidents and Level of Support
Saipem CERT is authorized to address relevant cybersecurity incidents which occur, or threaten to occur, to Saipem. Depending on the incident’s nature, Saipem CERT will gradually roll out its services which include incident response coordination, alerting, and digital forensic analysis.

The level of support given by Saipem CERT will vary depending on the type and severity of the incident or issue, its potential or assessed impact, and the Saipem CERT’s resources available at the time.

The Saipem CERT is committed to keep its constituency informed of potential vulnerabilities, possibly before they are actively exploited.

4.2 Co-operation, Interaction and Disclosure of Information
All incoming information is handled confidentially by Saipem CERT
and stored in a secure environment using encryption technologies.
Saipem CERT, unless explicitly authorized or required by law enforcement,
will not divulge confidential information related to cybersecurity incidents.

4.3 Communication and Authentication
Telephone and unencrypted e-mail are considered sufficient for the
transmission of low-sensitivity data. In all cases all incoming e-mails
are encrypted by default and kept on an encrypted storage.
If it is necessary to send sensitive data by e-mail, PGP shall
be used.

5. Services

5.1 Incident Response
Saipem CERT will assist the affected constituents in handling the technical and organizational aspects of relevant cyber security incidents. In particular, Saipem CERT is responsible for the incident response
coordination, including sending out alerts and warnings to its constituency, for performing digital forensic analysis when necessary,
and for providing assistance or advice with respect to the different
incident response phases.

5.2 Proactive Activities
Saipem CERT coordinates and maintains the following services for its
constituency:

· Announcements
· Cyber Threat Intelligence
· Information Sharing

6. Incident Reporting Forms
Saipem CERT does not provide any public form for reporting incidents.
When reporting a cybersecurity incident to Saipem CERT, please provide at least the following information:
· contact details and organizational information;
· type and description of the incident;
· time and date of reported event, including the time zone;
· any relevant technical element with associated observation.
Please classify the information using the Traffic Light Protocol (TLP) and
apply encryption as appropriate.

7. Disclaimers
While every precaution will be taken in the preparation of information, notifications and alerts, Saipem CERT assumes no responsibility for errors or omissions, or for damages resulting from the use of the information contained within.
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