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Information notice regarding the processing of Personal Data of Swiss-based Employees
in accordance with the Swiss Federal Data Protection Act (FDPA) and Regulation (UE) 2016/679 (GDPR), if applicable

- Data Controller and Contact Point

Your personal data are processed by Global Projects Services AG, Uetlibergstrasse 134a, 8045 Zirich, Switzerland
(GPS or Company) as data controller and the persons or legal entities which process these data on GPS' behalf as
data processors.

Employees who want to exercise their rights under the Federal Data Protection Act (FDPA) and any other applicable
data protection laws, in particular the European General Data Protection Regulation (GDPR), the Federal Data
Protection and Information Commissioner (FDPIC) and any other data protection authorities competent for the
data processing by the Company, may contact GPS under privacygps@saipem.com.

U
E Personal Data Processed

This Information Notice on the Processing of Personal Data of Swiss-based Employees (Information Notice) applies
to all personal data that you as Employee of GPS normally working within Switzerland (you or Employee) provide or
that are collected by or on behalf of GPS in connection with your employment relationship with GPS. For the
avoidance of doubt, it does not apply to any data processed for the purposes of and in relation to taxes, pension
plans, social security or insurance contracts, declarations, terms applicable to them or any change thereof,
information or communication relating to them, or payments made or received in relation to them, even if the
Company was involved therein.

All your personal data will be processed in accordance with the FDPA, as amended, and any ordinances, guidelines
and fact sheets issued thereunder by the FDPIC or any other competent public authority, and any other data
protection laws and regulations that may be applicable, in particular the GDPR. The Company undertakes to process
your personal data in accordance with the principles of fairness, lawfulness and transparency, in compliance with the
purposes set out below and only insofar as necessary for these specified purposes. Only authorized and properly
trained personnel will be allowed to process said data.

The Company will collect, record, consult and generally process your personal data, such as name, surname, address,
telephone number, e-mail address, bank and payment details, qualifications, leave of absence, education, data on
health issues as well as special categories of data and only for specific roles data relating to criminal convictions and
offences, only insofar as necessary for and justified by the performance of your employment contract.

GPS will also process personal data of family members of the Employee, such as name, surname, address, telephone
number, e-mail address, in cases of emergency.

Data are collected from the Employee or acquired from third parties at the time of the conclusion of the employment
contract and during the course of the employment.

Processing will be carried out in digital and/or paper form, with methods and tools designed to ensure maximum
security and confidentiality, by individuals specifically appointed for this purpose, as well as an adequate level of
accuracy, robustness, and cybersecurity of the systems in accordance with the best practice.
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Purpose of the
processing

5

b/ Legal basis of the
A processing

Retention period of
data

Personnel administration,
exercising rights and fulfilment of
obligations arising from the
employment contract.

The processing of personal data is
lawful because it is necessary for the
execution of the employment
contract, including the Organisation
and Management Model 231 and the
GPS Code of Ethics (art. 6 para. 1 lit.
(b) GDPR), to comply with the legal
obligations to which the Controller is
subject (art. 6 para. 1 lit. (c) GDPR),
and for the purposes of the
legitimate interests of GPS to assert
or defend its rights, reputation and
property or those of a third party
whose interests GPS is obligated to
guard (art. 6 para. 1 lit. (f) GDPR).

Personal data will generally be kept
for 10 years from the date of their
collection or last processing, except
where legal requirements, the
nature of the data or their possible
use for determining the rights and
obligations of the parties justify a
retention for up to 5 years. Where
data may be relevant for any likely
claims of or against the Company
after that period, the data may be
retained until the end of the
prescription period and for the
duration of the initiation or
knowledge of the initiation of any
possible legal action, plus the
duration of any litigation or
arbitration until final and binding
adjudication or until settlement in
full.

GPS may retain the personal data
relevant for employment related
diseases or bodily damages for a
retention period of up to 20 years
after the termination of the
employment contract, or for the
maximum of the practically relevant
and scientifically recognized latency
periods if longer, plus an
appropriate additional period as set
forth in the preceding paragraph.

Fulfilment of regulatory
obligations (e.g., the obligations
of the Controller with regard to
whistleblowing).

The processing of personal data is
lawful because it is necessary to
comply with the legal obligations to
which the Controller is subject (art. 6
para. 1 lit. (c) GDPR), and for the
purposes of the legitimate interests
of GPS to assert or defend its rights
or those of a third party whose
interests GPS is obligated to guard
(art. 6 para. 1 lit. (f) GDPR). The
processing of special categories of
particularly sensitive personal data is
lawful because it is necessary to fulfil
the obligations and exercise the
rights of the Controller or Employee

Personal data will at least be
retained for the period during which
the Company may face negative
consequences if it were not able to
use these personal data as
evidence.
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in the field of labor law (art. 9. para.
2 lit. (b) GDPR).

3.

Fulfillment of regulatory
obligations regarding health and
safety at work.

The processing of personal data is
lawful because it is necessary to
comply with the legal obligations to
which the Controller is subject (art. 6
para. 1 lit. (c) GDPR), in order to
protect the vital interests of the
Employee or of another natural
person (art. 6 para. 1 lit. (d) GDPR)
and for the purposes of the
legitimate interests of GPS to defend
its rights, reputation and property or
those of a third party whose interests
GPSis obligated to guard (art. 6 para.
1 lit. (f) GDPR). The processing of
special categories of particularly
sensitive personal data is lawful
because it is necessary for purposes
of preventive medicine or
occupational medicine, and for the
assessment of the Employee's ability
to work by a competent health
professional (art. 9 para. 2 lit. (h)
GDPR).

Personal data will at least be
retained for the period during which
the Company may face negative
consequences if it were not able to
use these personal data as
evidence.

Control of physical access and exit
- through a badge - to and from
the Company offices and work
sites in order to guarantee the
safety of people and property.

The processing of personal data is
lawful because it is necessary to
comply with the legal obligations to
which GPS is subject (art. 6 para. 1 lit.
(c) GDPR) and for the purposes of the
legitimate interests of GPS to assert
or defend its rights, reputation and
property and those of a third party
whose interests GPS is obligated to
guard (art. 6 para. 1 lit. (f) GDPR).

Personal data relating to access
control by badge will be stored for a
period of 5 years.

Retention and wuse of vyour
personal data for asserting of or
defending against a right or claim
of or against the Company in
court, in arbitration, in
conciliation procedures, or in
criminal or administrative
procedures.

The processing of personal data is
lawful because it is necessary for the
purposes of the legitimate interests
of GPS to assert or defend its rights,
reputation and property and those of
a third party whose interests GPS is
obligated to guard (art. 6 para. 1 lit.
(f) GDPR). The processing of special
categories of particularly sensitive
personal data is lawful because it is
necessary to establish, exercise or
defend the rights of GPS in court or

Where data are or where there are
specificindications that data may be
relevant for any claims of or against
the Company, the data may be
retained until the end of the
prescription period and for the
duration of the initiation or
knowledge of the initiation of any
possible legal action before any
state court, arbitral tribunal or
administrative authority, plus the
duration of such legal action until
final and binding adjudication or

arbitral for administrative until settlement in full.
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proceedings (art. 9 para. 2 lit. (f)
GDPR).

6. Management of emergency
situations affecting the
Employee, including immediately
notifying family members if the
Employee cannot do it
independently.

The processing of personal data is
lawful because it is necessary to
comply with the legal obligations to
which GPS is subject (art. 6 para. 1 lit.
(c) GDPR) and for the purposes of the
legitimate interests of GPS in
managing emergency situations that
may involve its Employees (art. 6
para. 1 lit. (f) GDPR). The processing
of special categories of particularly
sensitive personal data is necessary
to protect the vital interests of the
Employee or of another natural
person where the Employee is
physically or legally incapable of
giving consent (art. 9 para. 2 lit (c)
GDPR).

Personal data relating to the
Employee’s family members will be
kept for the duration of the
employment relationship but may
be retained for a longer period if
necessary for the purposes of the
legitimate interests of GPS.

7. Archiving of Company e-malil
messages.

The processing of personal data is
lawful for the purposes of the
legitimate interest of GPS in having
documentary evidence and/or proof
in order to assert claims or defend its
rights, interests and property in the
event of any disputes with suppliers
and/or costumers (art. 6 para 1 lit (h)
GDPR.

Personal data will be stored for 15
years from the date of
sending/receiving each corporate
message, unless there is a
legitimate interest to keep them
longer.

8. Data mining activities to improve
work processes.

The processing of personal data is
lawful because it is necessary for the
purposes of the legitimate interests
to improve work processes and to
optimize its operational processes
according to a “data driven” logic
(art. 6 para. 1 lit. (f) GDPR).

Personal data retained for data
mining purposes will be processed
for the time period during which it is
relevant for optimizing GPS’s
operational processes.

9. IT security management,
including log management in
order to detect malicious access
and behavior.

The processing of personal data is
lawful because it is necessary to
comply with a legal obligation to
which GPS is subject (art. 6 para. 1 lit.
(c) GDPR) and for the purposes of the
legitimate interests pursued by
GPS in preserving the integrity of its
IT system (art. 6 para. 1 lit. (f) GDPR).

Personal data related to IT security
management, in particular log
management data, will be retained
for a period of 6 months from their
recording.

During the period of lawful
retention, the data will be retained
in accordance with standard data
security, storage and backup
procedures.

Once the retention period has elapsed the data will be destroyed or made anonymous in accordance with GPS'
standard erasure and backup procedures.
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% Way of processing and provision of data

The processing of personal data will be carried out on digital, paper and other media, using methods and tools that
are appropriate with regard to the state of the art, the nature and the extent of the data processing and the risk of
the processing for the Employee's personality or fundamental rights, so as to comply with the protection regulations,
in particular those regarding security and confidentiality, by persons chosen, instructed and supervised so that they
are able to guarantee compliance with the employment contract, this Information Notice, and the applicable data
protection regulations.

Where the processing of your personal data and those of your family members is necessary for the commencement
and continuation of the employment relationship, in particular for the performance of the employment contract and
for compliance with legal obligations, a refusal to provide these data may make it impossible to commence or
continue working for the Company.

Where the processing of personal data is necessary for the fulfillment of certain post-termination obligations of GPS,
in particular to fulfill legal obligations, a refusal of processing of certain data or restriction of disclosure to third parties

will make it impossible for GPS to fulfill certain obligations towards you or in your favour.

Recipients and data transfer

90
-

The Company may transfer personal data to other parties
for the purposes set out above, for example:

= QOther Saipem Group companies as data processors
for GPS (including the Company for which the
Employee will perform work) in order to carry out
certain activities as part of the process of
administering the employment;

=  Third parties (e.g., consultants, IT service providers,
payroll service and other agents, social security and
insurance system operators, etc.), who carry out
certain activities and thereby process personal data
on behalf of GPS as its data processors;

=  Third parties (e.g., the Company for which the
Employee performs work, insurance
brokers, and other independent intermediaries) as
independent data controllers, which determine the
purposes and means of processing your personal
data, including special categories of particularly
sensitive personal data, based on their relationship
with you;

carriers,

=  Administrative authorities, courts and arbitral
tribunals to whom disclosure of personal data is
required by law or necessary for the purposes of the

legitimate interests of GPS or a third party. These

L

Data Subjects rights

You have the right to ask GPS as the data controller for
access to your personal data, and for rectification,
erasure and hand-over of your personal data in a
structured, commonly used and machine-readable
(portable) format, completion of incomplete personal
data, restriction of processing in the cases provided for
by art. 18 GDPR, as well as the right to object to any
processing that does not comply with the applicable
laws, or for reasons related to your particular situation
in cases where data processing is necessary for the
purposes of the legitimate interests of GPS as the data
controller or a third party, explicitly stating which
interests or fundamental rights and freedoms of yours
requiring protection of personal data override the
legitimate interests of GPS or the third party, or
restriction of disclosure to third parties that is not in
compliance with the applicable laws and this
Information Notice. In addition, only in case the data are
processed on the basis of your consent, you may revoke
your consent at any time with effect for the future.

The right to update or supplement, as well as the right
to rectify personal data cannot be exercised where the
intrinsic nature of the data processed makes this
unreasonable or practically impossible.

These rights may be exercised at any time, against GPS
as the data controller, by sending a specific request in
writing to the e-mail address privacygps@saipem.com.
You can also write to GPS at the address given in the
letterhead above.
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subjects will process the data in their capacity as
independent data controllers.

Personal data are transferred to third parties only under
contractual or otherwise binding conditions that the data
may only be used for the specific purposes for which they
are transferred and not for any purposes for which GPS
could not process them.

GPS may transfer personal data to any country outside
Switzerland where any other Saipem Group companies
have their seat or registered office or any establishment,
or anywhere in the world also to any country where no
other Saipem Group Company is present.

Personal data will only be transferred to countries outside
Switzerland and the EU if data privacy is guaranteed by
adequacy decisions by the Federal Council (or the
European Commission under the GDPR), by data
protection provisions of a contract between the controller
or the processor and its contracting party, by standard
model clauses or on the basis of binding corporate rules.

You are aware that a deletion, hand-over, restriction of
processing or of disclosure to third parties or revocation
of your consent for processing of your personal data
may mean that you can no longer hold the position you
currently hold, or that your employment with GPS must
be terminated.

You also have the right to lodge a complaint with the
FDPIC or any other competent supervisory authority and
to use other means of protection, as provided by the
FDPA and other applicable laws.

This Information Notice on data processing is available on the GPS website at www.gpsag.ch.

| confirm that | have read and understood the Privacy Notice for Employees:

Date Name

Signature

Pag. 7 of 7
Doc. no. FORM-GPS-PRV-012-E-R01 Date 22/11/2024

This document is the property of Global Projects Services AG. All rights reserved.

Saipem Classification - General Use



https://www.saipem.com/it/privacy


		[image: ]

		FORM Global Projects Services AG



INFORMATION NOTICE REGARDING THE PROCESSING OF SWISS-BASED EMPLOYEES’ PERSONAL DATA IN ACCORDANCE WITH THE SWISS FEDERAL DATA PROTECTION ACT (FDPA) AND REGULATION (UE) 2016/679 (GDPR)

		Doc. no. FORM-GPS-PRV-012-E



		

		

		Rev. 01

		Date 22/11/2024



		

		

		Page 1 of 7



		

		

		Ref. Doc. STD_GR-GPS-PRV-001-E







[bookmark: _BPDCI_1020][image: A close up of a logo

Description automatically generated]	

[bookmark: _BPDCD_1]	Global Projects Services AG

	Uetlibergstrasse 134a

	8045 Zurich

	Switzerland

	

















INFORMATION NOTICE REGARDING THE PROCESSING OF SWISS-BASED EMPLOYEES’ PERSONAL DATA IN ACCORDANCE WITH THE SWISS FEDERAL DATA PROTECTION ACT (FDPA) AND REGULATION (UE) 2016/679 (GDPR)






Information notice regarding the processing of Personal Data of Swiss-based Employees

[bookmark: _BPDCD_3][bookmark: _BPDCI_4]in accordance with the Swiss Federal Data Protection Act (FDPA) and Regulation (UE) 2016/679 (GDPR), if applicable





		[image: ]

Data Controller and Contact Point



[bookmark: _BPDCD_5][bookmark: _BPDCD_7][bookmark: _BPDCD_8][bookmark: _BPDCD_10][bookmark: _BPDCD_11]Your personal data are processed by Global Projects Services AG, Uetlibergstrasse 134a, 8045 Zürich, Switzerland (GPS or Company) as data controller and the persons or legal entities which process these data on GPS' behalf as data processors.



[bookmark: _BPDCI_12][bookmark: _BPDCD_13][bookmark: _BPDCI_14][bookmark: _BPDCI_15][bookmark: _BPDCD_17][bookmark: _BPDCD_18][bookmark: _BPDCD_19][bookmark: _BPDCD_20]Employees who want to exercise their rights under the Federal Data Protection Act (FDPA) and any other applicable data protection laws, in particular the European General Data Protection Regulation (GDPR), the Federal Data Protection and Information Commissioner (FDPIC) and any other data protection authorities competent for the data processing by the Company, may contact GPS under privacygps@saipem.com.
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Personal Data Processed

[bookmark: _BPDCD_21][bookmark: _BPDCI_22][bookmark: _BPDCD_24]
This Information Notice on the Processing of Personal Data of Swiss-based Employees (Information Notice) applies to all personal data that you as Employee of GPS normally working within Switzerland (you or Employee) provide or that are collected by or on behalf of GPS in connection with your employment relationship with GPS. For the avoidance of doubt, it does not apply to any data processed for the purposes of and in relation to taxes, pension plans, social security or insurance contracts, declarations, terms applicable to them or any change thereof, information or communication relating to them, or payments made or received in relation to them, even if the Company was involved therein.

[bookmark: _BPDCI_25][bookmark: _BPDCD_27][bookmark: _BPDCD_28][bookmark: _BPDCD_29][bookmark: _BPDCD_30][bookmark: _BPDCI_31][bookmark: _BPDCD_33][bookmark: _BPDCD_34][bookmark: _BPDCD_35][bookmark: _BPDCD_37][bookmark: _BPDCD_38]All your personal data will be processed in accordance with the FDPA, as amended, and any ordinances, guidelines and fact sheets issued thereunder by the FDPIC or any other competent public authority, and any other data protection laws and regulations that may be applicable, in particular the GDPR. The Company undertakes to process your personal data in accordance with the principles of fairness, lawfulness and transparency, in compliance with the purposes set out below and only insofar as necessary for these specified purposes. Only authorized and properly trained personnel will be allowed to process said data.

[bookmark: _BPDCD_40][bookmark: _BPDCD_43]The Company will collect, record, consult and generally process your personal data, such as name, surname, address, telephone number, e-mail address, bank and payment details, qualifications, leave of absence, education, data on health issues as well as special categories of data and only for specific roles data relating to criminal convictions and offences, only insofar as necessary for and justified by the performance of your employment contract.

[bookmark: _BPDCD_47]GPS will also process personal data of family members of the Employee, such as name, surname, address, telephone number, e-mail address, in cases of emergency. 

[bookmark: _BPDCD_48]Data are collected from the Employee or acquired from third parties at the time of the conclusion of the employment contract and during the course of the employment.

Processing will be carried out in digital and/or paper form, with methods and tools designed to ensure maximum security and confidentiality, by individuals specifically appointed for this purpose, as well as an adequate level of accuracy, robustness, and cybersecurity of the systems in accordance with the best practice.
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Purpose of the processing
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		Legal basis of the processing
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		Retention period of data  



		1. [bookmark: _BPDCD_50]Personnel administration, exercising rights and fulfilment of obligations arising from the employment contract.

		[bookmark: _BPDCD_52][bookmark: _BPDCD_53][bookmark: _BPDCI_54]The processing of personal data is lawful because it is necessary for the execution of the employment contract, including the Organisation and Management Model 231 and the GPS Code of Ethics (art. 6 para. 1 lit. (b) GDPR), to comply with the legal obligations to which the Controller is subject (art. 6 para. 1 lit. (c) GDPR), and for the purposes of the legitimate interests of GPS to assert or defend its rights, reputation and property or those of a third party whose interests GPS is obligated to guard (art. 6 para. 1 lit. (f) GDPR).

		[bookmark: _BPDCD_110][bookmark: _BPDCI_111][bookmark: _BPDCI_112][bookmark: _BPDCI_113][bookmark: _BPDCI_114]Personal data will generally be kept for 10 years from the date of their collection or last processing, except where legal requirements, the nature of the data or their possible use for determining the rights and obligations of the parties justify a retention for up to 5 years. Where data may be relevant for any likely claims of or against the Company after that period, the data may be retained until the end of the prescription period and for the duration of the initiation or knowledge of the initiation of any possible legal action, plus the duration of any litigation or arbitration until final and binding adjudication or until settlement in full.

[bookmark: _BPDCD_115][bookmark: _BPDCD_116][bookmark: _BPDCD_117]GPS may retain the personal data relevant for employment related diseases or bodily damages for a retention period of up to 20 years after the termination of the employment contract, or for the maximum of the practically relevant and scientifically recognized latency periods if longer, plus an appropriate additional period as set forth in the preceding paragraph.



		2. [bookmark: _BPDCD_55]Fulfilment of regulatory obligations (e.g., the obligations of the Controller with regard to whistleblowing).

		[bookmark: _BPDCD_57][bookmark: _BPDCD_58][bookmark: _BPDCI_59][bookmark: _BPDCD_60][bookmark: _BPDCD_61][bookmark: _BPDCD_62][bookmark: _BPDCD_63][bookmark: _BPDCD_64]The processing of personal data is lawful because it is necessary to comply with the legal obligations to which the Controller is subject (art. 6 para. 1 lit. (c) GDPR), and for the purposes of the legitimate interests of GPS to assert or defend its rights or those of a third party whose interests GPS is obligated to guard (art. 6 para. 1 lit. (f) GDPR). The processing of special categories of particularly sensitive personal data is lawful because it is necessary to fulfil the obligations and exercise the rights of the Controller or Employee in the field of labor law (art. 9. para. 2 lit. (b) GDPR).

		[bookmark: _BPDCI_120][bookmark: _BPDCD_121]Personal data will at least be retained for the period during which the Company may face negative consequences if it were not able to use these personal data as evidence.



		3. Fulfillment of regulatory obligations regarding health and safety at work.

		[bookmark: _BPDCD_67][bookmark: _BPDCD_68][bookmark: _BPDCD_69][bookmark: _BPDCD_70][bookmark: _BPDCI_71][bookmark: _BPDCD_72][bookmark: _BPDCD_73][bookmark: _BPDCD_74]The processing of personal data is lawful because it is necessary to comply with the legal obligations to which the Controller is subject (art. 6 para. 1 lit. (c) GDPR), in order to protect the vital interests of the Employee or of another natural person (art. 6 para. 1 lit. (d) GDPR) and for the purposes of the legitimate interests of GPS to defend its rights, reputation and property or those of a third party whose interests GPS is obligated to guard (art. 6 para. 1 lit. (f) GDPR). The processing of special categories of particularly sensitive personal data is lawful because it is necessary for purposes of preventive medicine or occupational medicine, and for the assessment of the Employee's ability to work by a competent health professional (art. 9 para. 2 lit. (h) GDPR).

		Personal data will at least be retained for the period during which the Company may face negative consequences if it were not able to use these personal data as evidence.



		4. [bookmark: _BPDCD_75][bookmark: _BPDCI_76][bookmark: _BPDCI_77]Control of physical access and exit - through a badge - to and from the Company offices and work sites in order to guarantee the safety of people and property.

		[bookmark: _BPDCD_80][bookmark: _BPDCD_81][bookmark: _BPDCD_82][bookmark: _BPDCI_83][bookmark: _BPDCD_84]The processing of personal data is lawful because it is necessary to comply with the legal obligations to which GPS is subject (art. 6 para. 1 lit. (c) GDPR) and for the purposes of the legitimate interests of GPS to assert or defend its rights, reputation and property and those of a third party whose interests GPS is obligated to guard (art. 6 para. 1 lit. (f) GDPR).

		Personal data relating to access control by badge will be stored for a period of 5 years.



		5. [bookmark: _BPDC_LN_INS_1011][bookmark: _BPDC_PR_INS_1012][bookmark: _BPDC_PR_INS_1013][bookmark: _BPDC_PR_INS_1014][bookmark: _BPDCI_86]Retention and use of your personal data for asserting of or defending against a right or claim of or against the Company in court, in arbitration, in conciliation procedures, or in criminal or administrative procedures.

		[bookmark: _BPDCI_87][bookmark: _BPDCI_88][bookmark: _BPDCI_89]The processing of personal data is lawful because it is necessary for the purposes of the legitimate interests of GPS to assert or defend its rights, reputation and property and those of a third party whose interests GPS is obligated to guard (art. 6 para. 1 lit. (f) GDPR). The processing of special categories of particularly sensitive personal data is lawful because it is necessary to establish, exercise or defend the rights of GPS in court or arbitral for administrative proceedings (art. 9 para. 2 lit. (f) GDPR).

		Where data are or where there are specific indications that data may be relevant for any claims of or against the Company, the data may be retained until the end of the prescription period and for the duration of the initiation or knowledge of the initiation of any possible legal action before any state court, arbitral tribunal or administrative authority, plus the duration of such legal action until final and binding adjudication or until settlement in full.



		6. [bookmark: _BPDCD_90][bookmark: _BPDCD_91][bookmark: _BPDCD_92]Management of emergency situations affecting the Employee, including immediately notifying family members if the Employee cannot do it independently. 

		[bookmark: _BPDCI_94]The processing of personal data is lawful because it is necessary to comply with the legal obligations to which GPS is subject (art. 6 para. 1 lit. (c) GDPR) and for the purposes of the legitimate interests of GPS in managing emergency situations that may involve its Employees (art. 6 para. 1 lit. (f) GDPR). The processing of special categories of particularly sensitive personal data is necessary to protect the vital interests of the Employee or of another natural person where the Employee is physically or legally incapable of giving consent (art. 9 para. 2 lit (c) GDPR).

		[bookmark: _BPDCD_126][bookmark: _BPDCD_127][bookmark: _BPDCD_128][bookmark: _BPDCD_129][bookmark: _BPDCD_130]Personal data relating to the Employee’s family members will be kept for the duration of the employment relationship but may be retained for a longer period if necessary for the purposes of the legitimate interests of GPS.



		7. Archiving of Company e-mail messages.

		The processing of personal data is lawful for the purposes of the legitimate interest of GPS in having documentary evidence and/or proof in order to assert claims or defend its rights, interests and property in the event of any disputes with suppliers and/or costumers (art. 6 para 1 lit (h) GDPR.

		Personal data will be stored for 15 years from the date of sending/receiving each corporate message, unless there is a legitimate interest to keep them longer.



		8. [bookmark: _BPDCD_101]Data mining activities to improve work processes.

		[bookmark: _BPDCI_102]The processing of personal data is lawful because it is necessary for the purposes of the legitimate interests to improve work processes and to optimize its operational processes according to a “data driven” logic (art. 6 para. 1 lit. (f) GDPR).

		[bookmark: _BPDCD_131][bookmark: _BPDCD_132]Personal data retained for data mining purposes will be processed for the time period during which it is relevant for optimizing GPS’s operational processes.



		9. IT security management, including log management in order to detect malicious access and behavior.

		[bookmark: _BPDCI_104]The processing of personal data is lawful because it is necessary to comply with a legal obligation to which GPS is subject (art. 6 para. 1 lit. (c) GDPR) and for the purposes of the legitimate interests pursued by GPS in preserving the integrity of its IT system (art. 6 para. 1 lit. (f) GDPR).

		[bookmark: _BPDCI_134][bookmark: _BPDCD_135][bookmark: _BPDCI_137]Personal data related to IT security management, in particular log management data, will be retained for a period of 6 months from their recording.

During the period of lawful retention, the data will be retained in accordance with standard data security, storage and backup procedures.



		[bookmark: _BPDCD_140]Once the retention period has elapsed the data will be destroyed or made anonymous in accordance with GPS' standard erasure and backup procedures.



		[image: ]

Way of processing and provision of data



[bookmark: _BPDCD_143][bookmark: _BPDCD_144][bookmark: _BPDCD_145][bookmark: _BPDCD_146][bookmark: _BPDCD_147][bookmark: _BPDCD_148]The processing of personal data will be carried out on digital, paper and other media, using methods and tools that are appropriate with regard to the state of the art, the nature and the extent of the data processing and the risk of the processing for the Employee's personality or fundamental rights, so as to comply with the protection regulations, in particular those regarding security and confidentiality, by persons chosen, instructed and supervised so that they are able to guarantee compliance with the employment contract, this Information Notice, and the applicable data protection regulations.

[bookmark: _BPDCI_149][bookmark: _BPDCD_151][bookmark: _BPDCD_152][bookmark: _BPDCD_153][bookmark: _BPDCD_154][bookmark: _BPDCI_155]Where the processing of your personal data and those of your family members is necessary for the commencement and continuation of the employment relationship, in particular for the performance of the employment contract and for compliance with legal obligations, a refusal to provide these data may make it impossible to commence or continue working for the Company.



Where the processing of personal data is necessary for the fulfillment of certain post-termination obligations of GPS, in particular to fulfill legal obligations, a refusal of processing of certain data or restriction of disclosure to third parties will make it impossible for GPS to fulfill certain obligations towards you or in your favour.





		[image: ]

Recipients and data transfer  





[bookmark: _BPDCD_156]The Company may transfer personal data to other parties for the purposes set out above, for example:

· [bookmark: _BPDCI_157][bookmark: _BPDCD_158][bookmark: _BPDCI_160]Other Saipem Group companies as data processors for GPS (including the Company for which the Employee will perform work) in order to carry out certain activities as part of the process of administering the employment;

· [bookmark: _BPDC_LN_INS_1005][bookmark: _BPDC_PR_INS_1006][bookmark: _BPDCI_161]Third parties (e.g., consultants, IT service providers, payroll service and other agents, social security and insurance system operators, etc.), who carry out certain activities and thereby process personal data on behalf of GPS as its data processors; 

· [bookmark: _BPDC_LN_INS_1003][bookmark: _BPDC_PR_INS_1004]Third parties (e.g., the Company for which the Employee performs work, insurance carriers, brokers, and other independent intermediaries) as independent data controllers, which determine the purposes and means of processing your personal data, including special categories of particularly sensitive personal data, based on their relationship with you; 

· [bookmark: _BPDCI_163][bookmark: _BPDCI_164]Administrative authorities, courts and arbitral tribunals to whom disclosure of personal data is required by law or necessary for the purposes of the legitimate interests of GPS or a third party. These subjects will process the data in their capacity as independent data controllers.

[bookmark: _BPDCD_165][bookmark: _BPDCD_167]Personal data are transferred to third parties only under contractual or otherwise binding conditions that the data may only be used for the specific purposes for which they are transferred and not for any purposes for which GPS could not process them.

[bookmark: _BPDCI_168]GPS may transfer personal data to any country outside Switzerland where any other Saipem Group companies have their seat or registered office or any establishment, or anywhere in the world also to any country where no other Saipem Group Company is present.

[bookmark: _BPDCD_171][bookmark: _BPDCD_173][bookmark: _BPDCD_174][bookmark: _BPDCD_175][bookmark: _BPDCI_176][bookmark: _BPDCD_177]Personal data will only be transferred to countries outside Switzerland and the EU if data privacy is guaranteed by adequacy decisions by the Federal Council (or the European Commission under the GDPR), by data protection provisions of a contract between the controller or the processor and its contracting party, by standard model clauses or on the basis of binding corporate rules.
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Data Subjects rights 





[bookmark: _BPDCI_179][bookmark: _BPDCD_180][bookmark: _BPDCI_181][bookmark: _BPDCD_182][bookmark: _BPDCD_183][bookmark: _BPDCD_184][bookmark: _BPDCD_186][bookmark: _BPDCD_187][bookmark: _BPDCD_188][bookmark: _BPDCD_189][bookmark: _BPDCI_190]You have the right to ask GPS as the data controller for access to your personal data, and for rectification, erasure and hand-over of your personal data in a structured, commonly used and machine-readable (portable) format, completion of incomplete personal data, restriction of processing in the cases provided for by art. 18 GDPR, as well as the right to object to any processing that does not comply with the applicable laws, or for reasons related to your particular situation in cases where data processing is necessary for the purposes of the legitimate interests of GPS as the data controller or a third party, explicitly stating which interests or fundamental rights and freedoms of yours requiring protection of personal data override the legitimate interests of GPS or the third party, or restriction of disclosure to third parties that is not in compliance with the applicable laws and this Information Notice. In addition, only in case the data are processed on the basis of your consent, you may revoke your consent at any time with effect for the future. 

[bookmark: _BPDCD_191][bookmark: _BPDCD_192][bookmark: _BPDCD_193][bookmark: _BPDCI_194]The right to update or supplement, as well as the right to rectify personal data cannot be exercised where the intrinsic nature of the data processed makes this unreasonable or practically impossible.

[bookmark: _BPDCD_195][bookmark: _BPDCI_196]These rights may be exercised at any time, against GPS as the data controller, by sending a specific request in writing to the e-mail address privacygps@saipem.com. You can also write to GPS at the address given in the letterhead above. 

You are aware that a deletion, hand-over, restriction of processing or of disclosure to third parties or revocation of your consent for processing of your personal data may mean that you can no longer hold the position you currently hold, or that your employment with GPS must be terminated.

[bookmark: _BPDCD_198]You also have the right to lodge a complaint with the FDPIC or any other competent supervisory authority and to use other means of protection, as provided by the FDPA and other applicable laws.





		[bookmark: _BPDCD_139][bookmark: _BPDCI_140][bookmark: _BPDCD_141][bookmark: _BPDCI_142]This Information Notice on data processing is available on the GPS website at www.gpsag.ch.











I confirm that I have read and understood the Privacy Notice for Employees:









_________________________	_________________________	_________________________

Date	Name	Signature
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